
• We are currently working with the City of Tampa Traffic Management
Center to better understand the real world ITS system. As a part of this
collaboration, we participate in the daily activities of traffic engineers
such as: Reversal of express lanes, Monitoring intersections, Planning
and programming signal timings into a test bed.
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Roadside Equipment Functions
• Controller: Orchestrate traffic based on the signal timing plan and 

sensor inputs.
• Malfunction Management Unit (MMU): Watchdog for the controller. 

(Conflict/Fault Monitor)
• GPS: Global time synchronizer to avoid drift. 
• Wireless Communication: Relay data to a network hub
• Switch: Facilitate communication between TMC and the cabinet. 

• Feedback messages from controller for remote monitoring
• Upload/download signal timing information
• Firmware updates

• Daily Operations: Signal timing and scheduling, Incident management, 
Traveler information

• Special Event Management
• Emergency Management
• Equipment Failure Monitoring
• Third party involvement

• Network Management
• Application maintenance and updates: Traffic management 

software (Centracs)
• Data sharing: For congestion management and traveler 

information (Waze)
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• No longer an isolated network.
• V2X communications: Authentication, Identification, Verification, 

Bandwidth requirements.
• Securing the Enterprise network and IoT infrastructure in tandem.

In-vehicle networks has been well studied !?

HACKERS REMOTELY HIJACK JEEP, SHUT IT DOWN ON HIGHWAY

Wireless sensors have been hacked!
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Security	claim:	
Network	is	
Isolated.

Security	Claim:
Proprietary	
protocols.
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